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The MAILING DA TE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )□ Responsive to communication(s) filed on . 

2a)D This action is FINAL. 2b)S This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 1-29 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) I3 Claim(s) 1^29 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (0. 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2.D Certified copies of the priority documents have been received in Application No. . 



3.D Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) [3 Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) M Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5 ) d N° tlc © of Informal Patent Application (PTO-1 52) 

Paper No(s)/Mail Date 7/04. 6) □ Other: . 



U.S. Patent and Trademark Office 

PTOL-326 (Rev. 1-04) 



Office Action Summary 



Part of Paper No./Mail Date 9505 
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DETAILED ACTION 



Claim Rejections - 35 USC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-6 and 9-10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Bohnert et al (US 5,797,470) in view of Kaehler (US 4,967,366). 

Re claims 1-6 and 9-10, Bohnert et al discloses a fuel dispensing system (fig. 1; 
col. 3, lines 62+) comprising a fuel dispenser [14a, 14b, 14c, 20a, 20b, 20c]; a control 
system 24 which is a site controller operatively associated with a plurality of fuel 
dispensers (fig. 2; col. 5, lines 38+); an indicia entry device 51 allowing a customer to 
input a verification indicia; and an encrypting module 59 enabling a card reader 53 
which is a smart card reader or a magnetic card reader to receive, and decrypt the 
encrypted verification indicia (figs. 4&7; col. 6, lines 15-25 and lines 53-63). 

Bohnert et al fails to teach or fairly suggest that the indicia entry device is 
separate from the card reader and the card reader is operatively associated with the 
control system for determining the authorization information based on obtaining a 
transaction authorization from a customer payment card. 

Kaehler teaches the above limitation with the input verification indicia received 
via a remote/separate indicia entry device 25 being encrypted and transferred to the 
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module board 30/controller 33 via window 29 for decrypting (i.e., FM decoder circuit 31 
and converter 32, etc.) and verification (See figs. 2 & 3; col. 3, line 23 through col. 4, 
line 17). 

It would have been obvious to an artisan of ordinary skill in the art at the time the 
invention was made to incorporate the teachings of Kaehler into the teachings of 
Bohnert et al in order to provide with a more secure system wherein the PIN is entered 
by the user via a data entry device that is remote from the card reader, and thus the 
entered PIN cannot be observed by other unauthorized operator; therefore, preventing 
fraudulent use. Furthermore, such modification would have been an obvious extension 
as taught by Bohnert et al, and therefore an obvious expedient. 
3. Claims 11, 12, 14-17 and 19-22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bohnert et al as modified by Kaehler as applied to claim 1 above, 
and further in view of Johnson et al (US 5,384,850 - cited by the applicant). The 
teachings of Bohnert et al as modified by Kaehler have been discussed above. 

Re claims 11, 12, 14-17 and 19-22: Bohnert et al as modified by Kaehler have 
been discussed above and a payment card interface separate from the communications 
interface for receiving encrypted customer verification information an providing a 
transaction authorization signal (fig. 2; col. 2, line 62 through col. 3, line 34), but fails to 
expressly disclose or fairly suggest that a security module associated with the control 
system providing encryption key information to the indicia entry device and the card 
reader, wherein the encryption key information is used by the indicia entry device to 



Application/Control Number: 10/756,893 Page 4 

Art Unit: 2876 

encrypt the input verification indicia and by the card reader to decrypt the encrypted 
verification indicia. 

Johnson et al teaches the above limitation with a security module 2 providing 
encrypted information to decrypt the encrypted verification indicia (col. 8, line 5 through 
col. 13, line 30). 

It would have been obvious to an artisan of ordinary skill in the art at the time the 
invention was made to incorporate the teachings of Johnson et al into the teachings of 
Bohnert et al/Kaehler in order to provide Bohnert et al/Kaehler with a more secure and 
accurate system via a security module, which can provide encrypted information to 
decrypt the encrypted verification. Furthermore, such modification would have provided 
Bohnert et al/Kaehler with a more user-friendly system wherein the user does not have 
to be concerned with fraudulent use of the card event. Accordingly, such modification 
would have been an obvious extension as taught by Bohnert et al/Kaehler, well within 
ordinary skill in the art, and therefore an obvious expedient. 

4. Claims 8, 18, 25-26 and 28-29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bohnert et al as modified by Kaehler and Johnson et al as applied to 
claims 1,14 and 26 above, and further in view of Coppola et al (US 6360138 B1). The 
teachings of Bohnert et al as modified by Johnson et al have been discussed above. 

Re claims 8, 18, 25-26 and 28-29: Kaehler further discloses the indicia entry 
device 25 and the card reader are each housed with a separate enclosure (fig. 2). 
However, Bohnert et al as modified by Kaehler and Johnson et al have been discussed 
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above, but fails to teach or fairly suggest that each is enclosed within a tamper-resistant 
housing. 

Coppola et al teaches a fuel dispensing terminal comprising a card reader 96, a 
display 90 and a keypad 94 preferably includes a tamper resistant security module 
(TRSM), such as security module 34, which provides for encryption of PINs prior to 
delivery to the DM 70 (col. 7, lines 48-58). 

It would have been obvious to an artisan of ordinary skill in the art at the time the 
invention was made to incorporate the teachings of Coppola et al into the teachings of 
Bohnert et al/Kaehler/Johnson et al in order to provide Bohnert et al/Kaehler/Johnson et 
al with a more secure system, wherein the system will not operate its functions if the 
card reader module being harmed. Furthermore, such modification would have been an 
obvious extension as taught by Bohnert et al/Kaehler/Johnson et al, well within ordinary 
skill in the art, and therefore an obvious expedient. 

5. Claims 13 and 27 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Bohnert et al as modified by Kaehler and Johnson et al as applied to claim 1 
above, and further in view of Schneier (Applied Cryptography, pp. 518-522 - cited by the 
applicant). The teachings of Bohnert et al as modified by Kaehler/Johnson et al have 
been discussed above. 

Re claims 13 and 27: Bohnert et al/Kaehler/Johnson et al have been discussed 
above but fails to expressly disclose or fairly suggest that the security module provides 
the encryption key information to the indicia entry device and the card reader using an 
encryption key exchange (herein after EKE). 
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Schneier teaches the above limitation with the uses and benefits of using an 
encryption key exchange (p. 518, line 5 through p. 522, line 11). 

It would have been obvious to an artisan of ordinary skill in the art at the time the 
invention was made to incorporate the teachings of Schneier into the teachings of 
Bohnert et al/Kaehler/Johnson et al due to EKE's high secure (i.e., using both 
symmetric and public-key cryptography) in networking communication. Furthermore, 
such modification would have provided Bohnert et al/Kaehler/Johnson et al with a more 
secure system, and thus a more user-friendly system via its privacy protection. 
Accordingly, such modification would have been an obvious extension as taught by 
Bohnert et al/Kaehler/Johnson et al with a diverse system wherein EKE can be 
implemented with a variety of public-key algorithms, well within ordinary skill in the art, 
and therefore an obvious expedient. 

6. Claims 7 and 23-24 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Bohnert et al as modified by Kaehler and Johnson et al as applied to claims 1 and 
19 above, and further in view of Campbell (US 4259720 A). The teachings of Bohnert 
et al as modified by Kaehler and Johnson et al have been discussed above. 

Re claims 7 and 23-24: Bohnert et al as modified by Kaehler and Johnson et al 
has been discussed above but is silent with respect to re-encrypting step prior to 
sending the account information to an authorization network. 

Campbell teaches a secure transaction system comprising when a transaction 
request originated at a terminal 10, 12, or 14 associated with data processing unit 16 is 
determined to correspond to an account which is maintained by an institution 
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associated with data processing unit 24, the secret code number entered by the 
customer at the terminal is re-encrypted by security module 20' and transmitted by 
communication line 23 along with other transaction message portions, which are 
unencrypted, to data processing unit 24, which is associated with the bank with which 
the customer maintains an account (fig. 3; col. 7, line 24-59). 

It would have been obvious to an artisan of ordinary skill in the art at the time the 
invention was made to incorporate the re-encrypting step of Campbell into the system 
as taught by Bohnert et al/Kaehler/Johnson et al in order to provide Bohnert et 
al/Kaehler/Johnson et al with a more secure and more universal system which can be 
utilized with accounts from different banks, and each individual bank have a unique 
encrypting technique/method, thus preventing information from being stolen during 
transmitting through the network. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

The patents to Campbell (US 4408203 A); Bander et al (US 4500750 A); Finley 
et al (US 6442448 B1) are cited as of interest and illustrate a similar structure to a card 
reader module with account encryption. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Uyen-Chau N. Le whose telephone number is 571-272- 
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2397. The examiner can normally be reached on First Monday 5:30AM-1 :30PM and 
Tues-Fri 5:30AM-3PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




Vyen-ChauK Le 



Examiner 
Art Unit 2876 



September 5, 2005 



